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•  Mandated by Affirma.on of Commitments 

•  Commitment: “Preserving security, stability and resiliency of the 
DNS” 

•  “Par.cular aBen.on will be paid to: 
–  security, stability and resiliency maBers, both physical and 

network, rela.ng to the secure and stable coordina.on of the 
Internet DNS; 

–  ensuring appropriate con.ngency planning; and 
–  maintaining clear processes. 

•  Each of the reviews conducted under this sec.on will assess the 
extent to which ICANN has successfully implemented the security 
plan, the effec.veness of the plan to deal with actual and poten.al 
challenges and threats, and the extent to which the security plan is 
sufficiently robust to meet future challenges and threats to the 
security, stability and resiliency of the Internet DNS, consistent with 
ICANN's limited technical mission.” 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IniIal Work Breakdown 

1.  Review scope of ICANN’s SSR responsibiliIes 
Review scope of ICANN’s SSR responsibiliIes as arIculated in 

the mission statement and core values from the bylaws, as 
well as the current SSR Strategy Plan, as a starIng point.   

•  Based on this review, develop quesIons for the 
community about what should be within the scope of 
ICANN’s responsibiliIes and what should not be included. 

•  Review ICANN’s arrangements with root zone server 
operators.  IdenIfy other arrangements that should be 
examined (e.g., registry arrangements).   

•  Review public comment proceeding on DNS CERT 
proposal. 



IniIal Work Breakdown 
2. Risk landscape 
What is the process in place for ensuring that risks are idenIfied and 

analyzed?  Review any SSAC and RSSAC acIvity in this area.   
•  Review dra8 charter of the newly established Joint DNS Security and 

Stability Analysis Working Group, which is idenIfying the risks to the 
DNS and idenIfying any gaps. 

•  Review exisIng ICANN materials that discuss exisIng and emerging 
risks. 

•  Note that the WHOIS Review Team is addressing the quesIon of 
whether WHOIS implementaIon is meeIng the needs of law 
enforcement and promotes consumer trust. 

•  Analyze the risk landscape more broadly, including issues that are not 
within the scope of ICANN’s responsibiliIes.  These issues are relevant 
to ICANN’s risk assessment and conIngency planning processes.  



IniIal Work Breakdown 

3. ICANN’s SSR strategic plan 
Review exisIng SSR Strategic Plan based on our review of 

ICANN’s scope of responsibiliIes and the risk landscape. 

•  Review ICANN process for developing, reviewing and 
conInuously updaIng the SSR strategic plan. 

•  Review conIngency planning process and materials, 
including a8er‐acIon reports. 



IniIal Work Breakdown 

4. ImplementaIon 
ICANN organizaIon.  Review how SSR issues are managed in 

the budgeIng and policymaking processes, including input 
from SSAC and RSSAC.  Review root zone scaling study as an 
example of ICANN proacIvely conducIng an SSR 
assessment. 

•  ICANN arrangements with root zone server operators.  
Review informaIon about ICANN’s arrangements with root 
zone server operators.  Review the overall system from a 
security perspecIve.       

•  Contracted parIes.  Review agreements with contracted 
parIes and potenIal SSR issues, such as contract 
enforcement and abuse. 



InteracIon with the Community 

•  PublicaIon of documents 

•  QuesIons asked 

•  Public Comment periods 

•  High level of trust and cooperaIon expected 



Thank You! 

Questions ? 
… 


